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Unbreakable 

Continuous Delivery

Dynatrace in your Cloud Native DevOps Toolchain
Andreas Grabner

DevOps Activist

Dynatrace

Blog: 

https://www.dynatrace.com/news/blog/author/andreas‐

grabner/

Youtube:

https://www.youtube.com/playlist?list=PLqt2rd0eew1YFx9m8
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App / Container

CloudNative
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Your App / Container

Cloud Native
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• # of Sprints vs # of Releases

• Dev to Ops Ratio

• Commit Cycle Time

• Feature Lead Time

• % of Bad Releases

• Mean Time to Repair (MTTR)

• Autonomous Operation Score

• Used Platforms & Tooling 

• ...

~80 Responses
2 Days

12.5 days

25 days

95th

50th

10th

Commit Cycle Time
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< 1 day < 1 week 1 to 2 weeks 2 to 3 weeks 3 to 4 weeks > 4 weeks

Small (11‐100 employees) Medium (101‐1000 employees)

Large (1001‐5000 employees) Extra large (over 5000 employees)

3%

20%

35%

42%

2 days 12.5 days

95th Percentile Median

Commit Cycle Time: From Dev to Pro
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3 out of 10

Business Impacting
Deployments

3 hotfixes

Per Production 
Deployment

4.8 days

MTTR
(Mean Time to Repair)

Evaluate for yourself: https://dynatrace.ai/acsurvey 

12.5 days

Code to Production
(Commit Cycle Time)

1 out of 10 0 hotfixes ~4 hours2 days

Median

95th

Percentile
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Automated Monitoring as a Pipeline Feature

Automate Quality (Shift‐Left): Stopping bad code changes early and automated in the pipeline

Automate Deployment (Shift‐Right): Push “Monitoring as Code” for Auto Validation & Auto‐Alerting

Automate Operations (Self‐Healing): Auto‐Mitigate bad deployments in production
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1 2 4 53

Production

Staging Approve Staging Production Approve Production

CI    CD CI    CD CI    CD CI    CD

Push Context Auto‐Quality Gate Push Context Auto‐Validate

Auto‐Remediate!

Build #17 Build #18

7

8



Dynatrace ‐ Perform Budapest 2019 2019.03.07

Copyright © 2019 Dynatrace 5

Confidential 9

Confidential 10

masterdevfeature feature

Unit Tests

API Tests

5min Perf Unit Tests

Per Commit

Performance

Resources

Dependencies

Quality Feedback

Env:DEV
develop

Functional Tests

15min Load Tests

Per Pull Request

Performance

Resources

Dependencies

Env‐Ready Check

Env:IT
master

2h Load Tests

Every 4 hours

Performance

Resources

Quality Feedback

Env:QV
master

Availability

Daily

Env:PROD(PV)

Bi‐Weekly

Env:PROD

ChatOps

NoOps

Self‐Healing

Behavior & Adoption

Availability

NoOps

Self‐Healing

Behavior & Adoption

push

push

push

Pull Request

Daily

Bi‐Weekly

Automate Quality Automate Deployment Automate Operations

Security Checks Chaos‐Monkey
Self‐Heal Validation

NoOps

Quality Feedback
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Benefits of Unbreakable Continuous Delivery

75%
production incidents

Better

97%
deployment lead time

Faster More Frequently

12 26
releases per year

to

Early Regression Detection Automating Quality Gates Blue/Green & Self‐Healing

Automate Quality Automate Deployment Automate Operations
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Automate Monitoring

Monitoring as a Pipeline Feature
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Automate Tags & Meta DataAutomate Rollout Automate Monitoring
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Automated Quality Gates (Shift‐Left)

Stopping bad code changes early and automated in the pipeline
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{
"lowerBound": 1,
"upperBound": 100,
"_comment": "global configuration environment-wide",
"timeseries": [

{
"timeseriesId": "com.dynatrace.builtin:service.responsetime",
"aggregation": "avg",
"entityIds": "SERVICE-3211ABE8813B9239",
"lowerBound": 1000000,
"upperBound": 2000000

}
]

}

m
o
n
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ec

Performance Signature

Performance‐driven Automatic Quality Gates

Automatic Feedback

Build Performance 
Analysis
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Test Run 4 Test Run 5
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Automated Deployment (Shift‐Right)

Push “Monitoring as Code” for Auto Validation & Auto‐Alerting
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1 2 3Production Issue Incident ResponseCode / Config Change 4 Incident Resolved
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Automated Operations (Self‐Healing)

Auto‐Mitigate bad deployments in production
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1 2 3Production Issue Incident ResponseCode / Config Change 4 Incident Resolved
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1 2 3Production Issue Incident ResponseCode / Config Change 4 Incident Resolved

Incident Notification

Trigger Specific Remediation Action
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1 2 3Production Issue Incident ResponseCode / Config Change 4 Incident Resolved
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GitOps-based collaboration

Operator patterns for all logic components

Monitoring and operations as code

Built on and for Kubernetes

Event-driven and serverless

Pluggable tooling

Automated multistage unbreakable delivery pipelines

Self-healing blue/green deployments

Event-driven runbook automation

Design Principles

Core capabilities
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Thank you

26Confidential

25

26


